INFORMATION ON PERSONAL DATA PROCESSING
FOR OUR CLIENTS AND POTENTIAL CLIENTS

Controller:

NeO Spectra s.r.o., Company ID (ICO): 46 772 553, registered office: Mnohel'ova 4984/3B, 058
01 Poprad, registered in the Commercial Register of the District Court PreSov, Section: Sro,
Insert No. 26427/P

Contact for the Data Protection Officer:
Ing. Marcel ZadZora, tel: +421 948 108 162 - CEO

Relevant Legal Regulations:

Regulation (EU) 2016/679 of the European Parliament and of the Council on the protection of
natural persons with regard to the processing of personal data and on the free movement of such
data (the “GDPR”).

Act No. 18/2018 Coll. on the Protection of Personal Data and on the Amendment and
Supplementation of Certain Acts (Slovak Republic).

Introduction:

NeO Spectra s.r.o. is a company providing comprehensive construction services. As a company
operating in the territory of the Slovak Republic, we strive to respect and comply with all national
as well as European legal regulations applicable to our business activities.

Among the main goals of our company is adherence to the principles of personal data protection.
In this regard, through our website we fulfil our information obligation towards data subjects
whose personal data we process. Below you will find all important information about the
processing of personal data in connection with the provision of our services.
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1. Definitions of Basic Terms

Personal data — any information relating to an identified or identifiable natural person (the “data
subject”); an identifiable natural person is one who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, an identification number, location data, an
online identifier, or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person.

Processing — any operation or set of operations which is performed on personal data or on sets of
personal data, such as collection, recording, organisation, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination, restriction, erasure or destruction, regardless of
whether carried out by automated or non-automated means.

Restriction of processing — the marking of stored personal data with the aim of limiting their
processing in the future.

Profiling — any form of automated processing of personal data consisting of the use of personal
data to evaluate certain personal aspects relating to a natural person, in particular to analyse or
predict aspects concerning that natural person's performance at work, economic situation, health,
personal preferences, interests, reliability, behaviour, location or movements.

Pseudonymisation — the processing of personal data in such a manner that the personal data can
no longer be attributed to a specific data subject without the use of additional information,
provided that such additional information is kept separately and is subject to technical and
organisational measures to ensure that the personal data are not attributed to an identified or
identifiable natural person.

Information system — any structured set of personal data which are accessible according to
specific criteria, whether centralised, decentralised or dispersed on a functional or geographical
basis.

Controller — a natural or legal person, public authority, agency or other body which, alone or
jointly with others, determines the purposes and means of the processing of personal data; where
the purposes and means of such processing are determined by Union or Member State law, the
controller or the specific criteria for its nomination may be provided for by Union or Member
State law.

Processor — a natural or legal person, public authority, agency or other body which processes
personal data on behalf of the controller.

Recipient — a natural or legal person, public authority, agency or another body, to which the
personal data are disclosed, whether a third party or not.

Third party — a natural or legal person, public authority, agency or body other than the data
subject, controller, processor and persons who, under the direct authority of the controller or
processor, are authorised to process personal data.

Consent of the data subject — any freely given, specific, informed and unambiguous indication
of the data subject's wishes by which he or she, by a statement or by a clear affirmative action,
signifies agreement to the processing of personal data relating to him or her.

Personal data breach — a breach of security leading to the accidental or unlawful destruction,
loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or
otherwise processed.



2.

Principles of Personal Data Processing

Our company strives to maintain the highest standards for the protection of its clients and to
proceed so that all statutory conditions for the processing of personal data are met. To this end,

our company observes in particular the following principles:

3.

a) principle of lawfulness and purpose limitation — we always process your personal data
lawfully for the purpose of achieving a clearly and intelligibly defined purpose, using
specified means, in a specified manner and for the period necessary to fulfil the said
purpose.

b) principle of data minimisation — we always process personal data only to the extent
necessary to achieve the purpose of their processing.

¢) principle of integrity and confidentiality — we process your personal data using technical
and organisational measures that ensure the security of their processing, including
protection against unauthorised interference, damage or loss of such data. All persons who
come into contact with your personal data are obliged to maintain confidentiality regarding
information obtained in connection with the processing of personal data.

d) principle of storage limitation — we process and store your personal data only for the
necessary period required to achieve the purpose of their storage in accordance with the
relevant provisions of legal regulations.

e) principle of transparency — we always inform you in a clear manner about the processing
of your personal data, as well as about your rights and obligations arising in connection
with such processing.

Characteristics of Personal Data Processed

We process only such data that are necessary to conclude contracts, fulfil our statutory

obligations or conduct business activities.
Customers:

[

identification data: name, surname, address, birth number (only if required for invoicing by
law), Company ID, Tax ID;

contact details: telephone, e-mail;

data about the property or construction: site address, project documentation, scope of
requested works;

data from the contract and invoicing: contract number, amount, payment details, account
number.

Employees:
* personal data: name, surname, address, birth number, date of birth;
* data on education, job position, payroll data, account number, attendance;

» data required for social and health insurance.

Suppliers and subcontractors:
» identification data of the company or entrepreneur (Company ID, Tax ID, VAT ID);
» name and contact details of the responsible person;

* invoicing details and bank account;
* data necessary for coordination of construction works.



4. Purpose of Personal Data Processing
We process your personal data for several reasons, each of which has its legal basis, i.e., it must
be based on your consent or another legal basis and must aim to achieve one of the purposes of
processing. The processing of your personal data aims at:
[0 conclusion and performance of a contract — without the provision of data we cannot
prepare a price offer, conclude a contract or perform construction works;
[0 accounting and tax obligations — the law requires us to keep accounts and archive
invoices;
[0 communication with customers and suppliers — telephone and e-mail communication
when arranging deadlines, construction details and handling possible claims;
[0 HR and payroll agenda — we keep records of employees, their attendance, wages,
deductions and contributions;
O fulfilment of statutory obligations — towards public authorities (e.g., tax office, labour
inspectorate, insurance companies);
[0 protection of legal claims — in the event of complaints, litigation or insurance claims;
[0 marketing and customer information — only on the basis of consent (e.g., sending offers
by e-mail or newsletter).

5. Method of Personal Data Processing

The way we process your personal data includes both manual and automated processing in
information systems. Our company also engages in automated evaluation, profiling, and “human
review”.

Profiling means creating certain profiles that help us predict and evaluate certain aspects
important to us. Profiling is linked to automated evaluation.

Human review — applied upon your request/complaint and in practice means that automatically
processed data are subsequently reviewed by one of our employees.

6. Scope of Personal Data Processing
We process your personal data to the extent strictly necessary to fulfil the purpose of their
processing in accordance with Section 4 of this information notice.

7. Sources of Personal Data Processed
Data obtained directly from data subjects
The most common source of personal data are the data subjects themselves (customers,
employees, suppliers) who provide data directly to us:

a) when requesting a price offer or concluding a contract for work;

b) when communicating by e-mail, telephone or in person;

¢) when submitting documents required for invoicing or HR purposes;

d) when filling in company forms, requests or applications.
These data are provided voluntarily, but without their provision it is not possible to conclude a
contract or perform the requested services.

Data obtained from publicly available sources
In some cases we process data from publicly accessible registers and databases, in particular:



[0 Commercial Register of the Slovak Republic;

[0 Trade Register of the Slovak Republic;

[0 Cadastral (Land Registry) portal;

[0 company websites and other publicly available sources.
We use these data solely for the purposes of verifying the identity of a business partner, their
authorisation to conduct business or ownership relations to real estate.

Data obtained from third parties

We may also obtain personal data from third parties where necessary to perform a contract or
fulfil a legal obligation. This may include (i) subcontractors or business partners, who provide
contact details of the responsible person, (ii) accounting or law firms, that process
documentation and transmit necessary data to us, (iii) insurance companies or banks, that
provide data in connection with insurance or financial settlements.

In such cases, we ensure that the third party has a lawful basis for providing the data and that the
data are provided only to the extent necessary.

Data obtained in the course of fulfilling statutory obligations
Some personal data we receive directly from public authorities or institutions when fulfilling
legal obligations, for example:

O the tax office, health insurance companies and the Social Insurance Agency;

O the Labour Inspectorate;

[0 the building authority or other public authorities.
These data are provided and processed on the basis of the relevant legal regulations.
We always inform the data subject from which source we obtained the data if we did not obtain
them directly from the data subject and unless legal reasons prevent us from doing so (e.g.,
confidentiality obligations).

8. Recipients of Personal Data Processed

We do not provide your personal data to other entities except where you have given consent, a
written instruction, or where another legal basis exists, for example when fulfilling our legal
obligation.

Providing your personal data to other entities in the course of fulfilling a legal obligation may
only take place in cases laid down by the relevant legal regulations within the framework of a
general duty to cooperate.

Our company may also, without your consent, provide personal data to other entities in the
performance of legal or contractual obligations:

a) Public authorities
We disclose personal data to state institutions and public administration authorities on the basis of
a legal obligation, for example:

[0 the Tax Office (tax and accounting documents);

[0 the Social Insurance Agency and health insurance companies (employee data);

[0 the Labour Inspectorate (during inspections of employment relations);



[0 the Building Authority or other authorities (in connection with permits and construction
documentation).

b) Contractual partners and processors
For the proper operation of our activities we cooperate with trusted partners who process data on
our behalf or in connection with the performance of contracts. These include in particular:
[0 accounting and tax firms;
law firms and attorneys;
IT services and software administrators;
providers of hosting, e-mail and cloud solutions;

OO o d

security services or external system administrators (if engaged).
We have entered into data processing agreements with these recipients pursuant to Article 28
GDPR, ensuring the same level of data protection as we provide ourselves.

¢) Subcontractors of construction works

When executing orders, contact details of the customer or the construction site address may be
disclosed to a subcontractor performing a specific part of the works. Subcontractors receive data
only to the extent necessary and are contractually bound by confidentiality.

d) Banks and insurance companies
Banks — for payments, issuance of guarantees or processing financial transactions;
Insurance companies — for handling insurance claims or arranging liability insurance.

e) Other recipients

Auditors or inspectors — where the company is obliged to undergo an audit or inspection;
Providers of office or logistics services — e.g., courier companies delivering contractual
documentation or invoices.

In certain cases our company may process your personal data also through processors. A
processor is an entity which our company has entrusted with the processing of personal data in
accordance with Article 28 GDPR. Your consent or another legal basis is not required to
authorise processing by a processor, unlike the disclosure of data to other controllers. In such a
case the processor processes your personal data on behalf of our company as the controller.

Please note that our company uses only processors that provide appropriate technical,
organisational and other measures to ensure that processing meets the requirements of the GDPR
and that the rights of the data subject are fully protected.

Personal data are not subject to cross-border transfer to third countries that do not ensure an
adequate level of protection of personal data, except as specified by applicable legal regulations
or in specific situations, in which case the Client must be informed in advance.

List of categories of our processors:
[J financial agents carrying out financial intermediation;
[0 persons who collect your contact personal data for us on the basis of your consent and
subsequently transfer such data to us;
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other entities engaged as processors because they supply services to us under a supplier
model, which may include the processing of personal data (e.g., IT services, archiving
services, web-hosting services);

companies collecting our receivables out of court (collection agencies);

companies providing us with marketing research and analyses of completed questionnaires.

The processing of personal data also involves, in several cases, the use of cloud solutions or

services of a similar technical nature. The use of such solutions is in many cases necessary as part

of the implementation of state-of-the-art software tools, or their use contributes to efficiency and
economy. Last but not least, such solutions also help maintain the integrity of processed data and

enhance processing security.

9. Retention Periods for Personal Data
We process your personal data only for the period necessary with regard to the purposes of their
processing. The maximum retention and archiving periods may vary:

[

O

contractual documentation and invoices: 10 years under the Accounting Act and tax
regulations;

customer data: until the end of the contractual relationship + 5 years for potential
disputes;

HR records: pursuant to labour law (usually 10 years, some data up to 50 years);
marketing: until consent is withdrawn;

security recordings (if cameras are used on the construction site or at the registered
office): typically 15 days unless otherwise provided by law.

10.Rights Related to the Processing of Personal Data
The data subject has the right to:

[

right of access — to obtain from the controller confirmation as to whether or not personal
data concerning him or her are being processed, and, where that is the case, access to the
personal data and the following information: (a) the purposes of the processing; (b) the
categories of personal data concerned; (c) the recipients or categories of recipient to whom
the personal data have been or will be disclosed, in particular recipients in third countries
or international organisations; (d) where possible, the envisaged period for which the
personal data will be stored, or, if not possible, the criteria used to determine that period;
(e) the existence of the right to request from the controller rectification or erasure of
personal data or restriction of processing of personal data concerning the data subject or to
object to such processing; (f) the right to lodge a complaint with a supervisory authority;
(g) where the personal data are not collected from the data subject, any available
information as to their source; (h) the existence of automated decision-making, including
profiling, referred to in Article 22(1) and (4) GDPR and, at least in those cases, meaningful
information about the logic involved, as well as the significance and the envisaged
consequences of such processing for the data subject.

right to rectification — to obtain from the controller without undue delay the rectification
of inaccurate personal data concerning him or her. Taking into account the purposes of the



processing, the data subject has the right to have incomplete personal data completed,
including by means of providing a supplementary statement.

right to erasure — to obtain from the controller the erasure of personal data concerning
him or her without undue delay and the controller has the obligation to erase personal data
without undue delay where one of the following grounds applies: (a) the personal data are
no longer necessary in relation to the purposes for which they were collected or otherwise
processed; (b) the data subject withdraws consent on which the processing is based
pursuant to Article 6(1)(a) or Article 9(2)(a) and where there is no other legal ground for
the processing; (c) the data subject objects to the processing pursuant to Article 21(1) and
there are no overriding legitimate grounds for the processing or the data subject objects to
the processing pursuant to Article 21(2); (d) the personal data have been unlawfully
processed; (e) the personal data have to be erased for compliance with a legal obligation
under Union or Member State law to which the controller is subject; (f) the personal data
have been collected in relation to the offer of information society services referred to in
Article 8(1).

right to object to the processing of personal data for marketing purposes or on grounds
relating to the data subject’s particular situation — a more detailed specification of this right
is published separately on our company’s website;

right to restriction of processing — to obtain from the controller restriction of processing
where one of the following applies: (a) the accuracy of the personal data is contested by the
data subject, for a period enabling the controller to verify the accuracy of the personal data;
(b) the processing is unlawful and the data subject opposes the erasure of the personal data
and requests the restriction of their use instead; (c) the controller no longer needs the
personal data for the purposes of the processing, but they are required by the data subject
for the establishment, exercise or defence of legal claims; (d) the data subject has objected
to processing pursuant to Article 21(1), pending the verification whether the legitimate
grounds of the controller override those of the data subject.

right to receive his or her personal data in a machine - readable format and/or request
their transfer to another controller;

right to withdraw consent at any time without affecting the lawfulness of processing based
on consent before its withdrawal, if such consent has been given;

right to request that decisions based on automated processing that concern or significantly
affect him or her and that are based on personal data be taken by natural persons and not
solely by automated technical means, where personal data are processed in this way.

right to lodge a complaint with the supervisory authority, in particular in the Member
State of his or her habitual residence, place of work or place of the alleged infringement,
and the right to an effective judicial remedy if he or she considers that the processing of
personal data relating to him or her infringes legal regulations. The supervisory authority in
the Slovak Republic is:

Office for Personal Data Protection of the Slovak Republic
Hranicna 12
820 07 Bratislava 27



[0 right to submit a request or complaint to our company in connection with the protection
and processing of his or her personal data. Any data subject who wishes to submit a request
or complaint and exercise his or her rights may do so:

o in writing at: NeO Spectra s.r.0., Vlkova 230, 059 72 Vlkova;
o electronically at the e-mail address: info@neospectra.sk
o by phone at: +421 948 108 162

11.Cross-Border Transfer of Personal Data

We also inform you that your personal data are not transferred to a third country (outside the EU)
or an international organisation, with the exception of transfers relating to Google LLC with its
registered office in Mountain View, USA, or Google Ireland Limited, a company incorporated
and operating under the laws of Ireland (registration number 368047), with its registered office at
Gordon House, Barrow Street, Dublin 4, Ireland (provided that its servers are also located outside
the EU), as this company provides us with data storage services. This company is certified under
the Privacy Shield and offers a guarantee of compliance with European data protection law and is
therefore considered by a decision of the EU Commission to provide an adequate level of
protection equivalent to that in the EU.

12.Effectiveness

This information on the processing of personal data becomes valid and effective as of 15 October
2024. We will update the information on the processing of personal data on an ongoing basis. The
current wording of this information notice is published on our company's website
www.neospectra.sk.

In Poprad, on 15 October 2024



